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Este conteudo é gratuito. Foi preparado como esbo¢o para uma aula do Experts Club, da
Rocketseat.

Se tudo estiver certo, vocé consegue a versdo atualizada desse e-book nos links:

* ebooks.sergiocabral.com/nodejs-elasticsearch-logging (versdo on-line)

» ebooks.sergiocabral.com/nodejs-elasticsearch-logging.pdf (versdo para download em PDF)


https://ebooks.sergiocabral.com/nodejs-elasticsearch-logging/
https://ebooks.sergiocabral.com/nodejs-elasticsearch-logging.pdf/

1. ElasticSearch: Configurando ambiente

Serd criada uma infraestrutura bem simples apenas para servir ao proposito da aula.

1.1. Criando o servidor

Vou comecar criando uma Maquina Virtual (VM). Vou usar o Microsoft Azure como servi¢o de
nuvem. Para mim é sempre mais facil partir de uma imagem Linux Ubuntu.

im] \ Create a resource - Microsoft A= % ==

Microsoft Azure

@
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Como qualquer banco de dados, o ElasticSearch consome armazenamento e memoria. A memoria é
especialmente necessaria ao realizar consultas e seu consumo é maior conforme mais dados em
disco sdo gravados.



Mas para o proposito dessa aula pouca coisa é necessaria. O motivo de eu escolher uma VM com
16GB de memoria e 4 CPUs é porque 1) ela serd tempordria e 2) ao instalar as aplicagdes as coisas
andam mais rapido.

Microsoft Azure

Create a virtual machine

Basics Disks  Networking Management Advanced Tags  Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each
tab for full customization.

Praoject details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
YOUF Fesources.

Conta 2015-07-13 150 USD (vm-linux)

{New) group-temp-elasticsearch

my-elasticsearch-server

{South America) Brazil South

No infrastructure redundancy required
Standard

@ Ubuntu Server 20.04 LTS - Gen1

Standard_D4s_v3 - 4 vcpus, 16 GIB memory (US$ 232,14/month)

SSH public key

Password

adminer

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.

Public inb 5+ (@ None

Allow selected ports

SSH (22)

Entdo, simplesmente defini esses parametros e cliquei avancar até concluir.



Depois de criada a VM, precisamos acessa-la no painel do Azure para poder abrir as portas de rede
(firewall) que vao permitir as conexdes de entrada. As portas permitidas foram 9200 e 5601, que
respectivamente sdo do Elasticsearch (o banco de dados) e Kibana (a interface web de visualizagdo
dos dados).

Microsoft Azure . Search resources, services, and docs (G+/) 08 ®3 0 &

nbound security rule
& my-elasticsearch-server | Networking server-nsg
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Como ja disse, por ser uma VM tempordaria eu ndo fiz questdo de levar em conta nenhuma boa
pratica de seguranca ou seja 1a o que for. Eu s6 quero um servidor Elasticsearch.



1.2. Configurando o servidor

Apos a criacdo da VM executei os seguintes comandos para obter um ambiente do ElasticSearch e
Kibana.

# Conectando na VM conforme o IP que o Azure atribuiu.
# Usando o usuario e senha que escolhi.
ssh adminer@20.206.112.142

# Faz download da lista aplicacoes disponiveis para instalacao.
sudo apt update

# Instala o docker.
sudo apt install docker.io -y

1.3. Instalando Elasticsearch e Kibana via Docker

No site oficial do Elasticsearch, em elastic.co, op¢cdo de menu "Learn" e, entdo, "Docs", vocé acha os
tutoriais de instalacgao.

M @ ElsticStackand Product Docun: X+
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Elastic Stack and Product Documentation

Elastic Documentation

+ Welcome to Elastic

Elastic Stack

« Installation and Upgrade Guide [7.16] — other versions

Getting Started [7.16] — other versions

« Glossary

Machine Learning [7.16] — other versions

Elastic Common Schema (ECS) Reference [1.12] —other versions

Azure Marketplace and Resource Manager (ARM) template [7.11] — other versions

Elasticsearch: Store, Search, and Analyze

Elasticsearch Guide [7.16] — other versions

Elasticsearch Re: ncy Status

Painless Scripting L3gguage [7.16] — other versions

= Plugins and Integratiorg[7.16] —athenversions

Elasticsearch Clients

. Elasticsearch for Apache Had ibana: Explore, Visualize, and Share

Curator Index Management [5 « Kibana Guide [7.16] — other versions



https://www.elastic.co/guide/index.html

Seguindo o tutorial para instalar via Docker, em "Set up Elasticsearch", "Installing Elasticsearch" e
"Install Elasticsearch with Docker". E consultando também o tutorial para definir senha de
autenticacao em "Secure the Elastic Stack", "Configuring security" e "Set up minimal security"...

Elasticsearch Guide

+ Elasticsearch Guide: 7.16 (current) v
+ What is Elasticsearch?
What's new in 7.16

Quick start

- Set up Elasticsearch I

- Installing Elasticsearch
Install Elasticsearch from archive on Linux or MacOS
Install Elasticsearch with .zip on Windows
Install Elasticsearch with Debian Package
Install Elasticsearch with RPM

Install Elasticsearch with Windows MSI Installer

I Install Elasticsearch with Docker_o)

Install Elasticsearch on macOS with Homebrew

- SIIdprIUl diU TESLUTE

- Secure the Elastic Stackl

Elasticsearch security principles

- Configuring security

Set up minimal securit;_e)

Set up basic security

Set up basic security plus HTTPS

Encrypting communications in an Elasticsearch Docker Containe
Enabling cipher suites for stronger encryption

Supported SSLITLS versions by JDK version

Security files

FIPS 140-2

+ | Indatinn node saciirity rertificates


https://www.elastic.co/guide/en/elasticsearch/reference/current/docker.html
https://www.elastic.co/guide/en/elasticsearch/reference/current/security-minimal-setup.html
https://www.elastic.co/guide/en/elasticsearch/reference/current/security-minimal-setup.html

0Os comandos necessarios sao:

# Cria uma rede que sera usada para o Kibana se comunicar com o Elasticsearch.
sudo docker network create elastic-network

# Executar uma imagem: sudo docker run

# Em segundo plano: -d

# Nome do container: --name elasticsearch

# Nome da rede: --net elastic-network

# Sempre reinicia o container: --restart=always

# Servidor unico: -e "discovery.type=single-node"

# Habilita autenticacao: -e "xpack.security.enabled=true"

# Define a senha tipo admin -e "ELASTIC_PASSWORD=my_password_for_elastic"
# Porta para dados via API: -p 9200:9200

# Porta para dados binarios: -p 9300:9300

# Imagem Docker: docker.elastic.co/elasticsearch/elasticsearch:7.16.2
#

sudo docker run -d --name elasticsearch --net elastic-network --restart=always -e
"discovery.type=single-node" -e "xpack.security.enabled=true" -e
"ELASTIC_PASSWORD=my_password_for_elastic" -p 9200:9200 -p 9300:9300
docker.elastic.co/elasticsearch/elasticsearch:7.16.2

# Executar uma imagem: sudo docker run

# Em sequndo plano: -d

# Nome do container: --name kibana

# Nome da rede: --net elastic-network

# Sempre reinicia o container: --restart=always

# Endereco do servidor -e "ELASTICSEARCH_HOSTS=http://elasticsearch:9200"
# Nome do usuario -e "ELASTICSEARCH_USERNAME=elastic"

# Senha do usuario -e "ELASTICSEARCH_PASSWORD=my_password_for_elastic"
# Porta para dados via API: -p 5601:5601

# Imagem Docker: docker.elastic.co/kibana/kibana:7.16.2

#

sudo docker run -d --name kibana --net elastic-network --restart=always -e
"ELASTICSEARCH_HOSTS=http://elasticsearch:9200" -e "ELASTICSEARCH_USERNAME=elastic" -e
"ELASTICSEARCH_PASSWORD=my_password_for_elastic" -p 5601:5601
docker.elastic.co/kibana/kibana:7.16.2



Tendo por saida no terminal:

2] adminer@my-elasticsearch-sen +

:~% sudo docker network create elastic—network
2b@c2b987aabedb87bBeb3f62df@ad4f1c222abdad1cBeb583f@76b246T68141
:~% sudo docker run —d —name elasticsearch —net elastic—network —res
tart=always —e "discovery.type=single-node" -e "xpack.security.enabled=true" -e "ELASTIC PASSWORD=my p
sword_for_elastic" —p 9200:9200 —p 9300:9300 docker.elastic.co/elasticsearch/elasticsearch:7.16.2
nable to find image "docker.elastic.co/elasticsearch/elasticsearch:7.16.2"' locally
7.16.2: Pulling from elasticsearch/elasticsearch
dad47862c6T6: Pull complete
T0947111a3a4: Pull complete
5T475086629dc: Pull complete
6725T6016cfb: Pull complete
Jeedbcacbdcd: Pull complete
cbb4caf74f49: Pull complete
60e3eb54a3bf: Pull complete
64906e427669: Pull complete
96b7eadc4a98: Pull complete
Digest: sha256:@55ab3c3466cbbd72ef42f7773c5fa224db4fb7cdba%9ab588ebedb642a15abfh
Status: Downloaded newer image for docker.elastic.co/elasticsearch/elasticsearch:7.16.2
70d4b9d7bbf5926cB8ad4d45731b8512d312927@c6b29f78674c4bbbeBbf3d9ac
:~% sudo docker run —d —name kKibana —net elastic—network —restart=al
ways —e "ELASTICSEARCH_HOSTS=http://elasticsearch:92088" —e "ELASTICSEARCH_USERNAME=elastic" -e "ELASTI
CSEARCH_PASSWORD=my_password_for_elastic" —p 5601:5681 docker.elastic.co/kibana/kibana:7.16.2
Unable to find image 'docker.elastic.co/kibana/kibana:7.16.2"' locally
7.16.2: Pulling from kibana/kibana
22f1eb63T2e@: Pull complete
64411cacchlb: Pull complete
aa/233ebbdad: Pull complete
434198543e5d: Pull complete
bf5418@796bb: Pull complete
bc16131a81d4: Pull complete
1853aba39a21: Pull complete
6184c237acdd: Pull complete
3¢322177b3fc: Pull complete
39fb241d872c: Pull complete
95b6Tc@95668: Pull complete
a64088ablbe2: Pull complete
eb9fac740d9d: Pull complete
Digest: sha256:9a83bcebd337e7e19d78%ee/T952d36d0d514c80987c3d76d98fdlafd2411a9%a
Status: Downloaded newer image for docker.elastic.co/kibana/kibana:7.16.2
#98e4/6c8c8439daced/2e@8d3Tobc/e21d337d3436d095be5612097F2e3a574
i~



1.4. Acessando as aplicacoes

As duas aplicagdes sdo servidas via protocolo HTTP. Entdo basta acessar o IP especificando a porta de
cada aplicacao.

1.4.1. Elasticsearch

O Elasticsearch é servido por padrdo na porta 9200. Sera solicitado usudrio e senha, sendo o usudrio
tipo administrador elastic e a senha a que foi definida no passo anterior. Nao existe interface
porque é apenas um endpoint para receber requisi¢des tipo APL.

20.206.112.142:9200 x 4

|

O A Notsecure | 20.206.112.142

"name" : "Sdfz2z4704478b",

"cluster name" : "docker-cluster”,

"slugter uuid" @ "oVY¥xhzDPSzGgFZnWksSXod", . . . .

tyeraion® : | Sign in to access this site
;;L'l“fzf_l acu: ety S Authorization required by http://20.206.112.142:9200
"build_E'-:D:a“_: :'do;;-ce:", o Your connection to this site is not secure
"build:has'ﬂ” : "2b83Tc44
"build date™ @ "2021-12- 142r4a. 8040 ] Username Elasﬁcl
"build snapshot" : falae,
"lucene version"™ : “E.10.1",

Password [ ———
"minimum wire compatibility versicon"

"minimum index compatibility ¥

+

'
"tagline™ : "You Enow, for Search"

Sign in




1.4.2. Kibana

O Kibana é de fato uma aplicacdo web, servida por padrao na porta 5601. Use o0 mesmo usudrio e
senha mencionado no topico anterior.

= 20.206.112.142:9200

&) A Notsecure  20.206.112.142

@
.‘

Welcome to Elastic

Username

elastic

Password

@ R R R R R R R RN NN ] '{@}
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2. Node]JS: Criando uma aplicacao base

O Node]S é um ambiente para execucdo de JavaScript. Por outro lado, o NPM é um gerenciador de
aplicag0es e bibliotecas feitas em Node]JS.

2.1. Criando uma aplicacao tipo NPM

Para fazer pronto uso de um cliente capaz de se conectar ao banco de dados do Elasticsearch,
comecamos criando nossa aplicacdo como um pacote NPM e em seguida adicionamos a biblioteca
@elastic/elasticsearch, conforme orienta a documentacao oficial.

# Cria um projeto tipo NPM com parOmetros padrlio
npm init -y

# Instala a biblioteca do cliente Elasticsearch
npm install @elastic/elasticsearch

Podemos ver mais sobre esse cliente acima e outros no site do Elasticsearch, em elastic.co, opcao de
menu "Learn" e, entdo, "Docs".

Elasticsearch: Store, Search, and Analyze

« Elasticsearch Guide [7.16] — other versions

Elasticsearch Resiliency Status

Painless Scripting Language [7.16] — other versions

Plugins and Integrations [7.16] — other versions

Elasticsearch Clients I

Elasticsearch for Apache Ha E|aSticseal"Ch Clients

Curator Index Management:

Java Client [7.16] —other versions

JavaScript Client [7.16] — other versionsl

Ruby Client [7.16] — other versions
Go Client [716] — other versions
.NET Clients [7.16] — other versions
PHP Client [7.16] — other versions

Perl Client [master] — other versions

Python Client [716] — other versions

eland

Rust Client [master] — other versions

Java REST Client (deprecated) [7.15] — other versions

Java Transport Client (deprecated) [7.16] — other versions

Community Contributed Clients
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https://www.elastic.co/guide/en/elasticsearch/client/javascript-api/current/installation.html
https://www.elastic.co/guide/index.html

2.2. Se comunicando com o Elasticsearch

Crie um arquivo chamado index. js e adicione o seguinte cédigo:

const { Client } = require('@elastic/elasticsearch');

async function main() {

0 // Conexao com o Elasticsearch

0 const client = new Client({

0 node: 'http://20.206.112.142:9200',

0 auth: { username: 'elastic', password: 'my_password_for_elastic' }
1]

;i

// Inserir um documento
await client.index({ index: 'my-index-name', id: '1234',
body: { name: 'Sergio Cabral', website: 'sergiocabral.com' } });

| |

// Atualizar o documento anterior
0 await client.update({ index: 'my-index-name', id: '1234',
body: { doc: { website: 'sergiocabral.dev' } } });

// Consulta o documento pelo id
0 let response = await client.get({ index: 'my-index-name', id: '1234' });
console.log(response.body);
0 response = await client.search({ index: 'my-index-name', body: { query: {
wildcard: { website: '*sergio*' } } } });
0 console.log(response.body.hits.hits[@]);

0 // Exclui o documento anterior pelo 1id
0 await client.delete({ index: 'my-index-name', id: '1234' });

}

main();

Para mais possibilidades consulte a documentacao completa.
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https://www.elastic.co/guide/en/elasticsearch/client/javascript-api/current/api-reference.html
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